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Notices 

Copyright Notice 

© Keysight Technologies, Inc. 2017 

No part of this manual may be reproduced 

in any form or by any means (including 

electronic storage and retrieval or 

translation into a foreign language) without 

prior agreement and written consent from 

Keysight Technologies, as governed by 

United States and international copyright 

laws. 

Revision 

Revision 1, 6th June 2017 

Published by: 

Keysight Technologies, Inc. 

Harvest Crescent 

Fleet, Hampshire  

UK, GU51 2UZ  

Technology Licenses 

The hardware and/or software described in 

this document are furnished under a 

license and may be used or copied only in 

accordance with the terms of such license. 

Declaration of Conformity  

Declarations of Conformity for this product 

and for other Keysight products may be 

downloaded from the Web. Go to 

http://www.keysight.com/go/conformity 

and click on “Declarations of Conformity.” 

You can then search by product number to 

find the latest Declaration of Conformity. 

U.S.Government Rights 

The Software is “commercial computer 

software,” as defined by Federal Acquisition 

Regulation (“FAR”) 2.101. Pursuant to FAR 

12.212 and 27.405-3 and Department of 

Defense FAR Supplement (“DFARS”) 

227.7202, the U.S. government acquires 

commercial computer software under the 

same terms by which the software is 

customarily provided to the public. 

Accordingly, Keysight provides the 

Software to U.S. government customers 

under its standard commercial license, 

which is embodied in its End User License 

Agreement (EULA), a copy of which can be 

found at 

http://www.keysight.com/find/sweula. The 

license set forth in the EULA represents the 

exclusive authority by which the U.S. 

government may use, modify, distribute, or 

disclose the Software. The EULA and the 

license set forth therein, does not require 

or permit, among other things, that 

Keysight: (1) Furnish technical information 

related to commercial computer software 

or commercial computer software 

documentation that is not customarily 

provided to the public; or (2) Relinquish to, 

or otherwise provide, the  government 

rights in excess of these rights customarily 

provided to the public to use, modify, 

reproduce, release, perform, display, or 

disclose commercial computer software or 

commercial computer software 

documentation. No additional government 

requirements beyond those set forth in the 

EULA shall apply, except to the extent that 

those terms, rights, or licenses are explicitly 

required from all providers of commercial 

computer software pursuant to the FAR 

and the DFARS and are set forth 

specifically in writing elsewhere in the 

EULA. Keysight shall be under no obligation 

to update, revise or otherwise modify the 

Software.  With respect to any technical 

data as defined by FAR 2.101, pursuant to 

FAR 12.211 and 27.404.2 and DFARS 

227.7102, the U.S. government acquires no 

greater than Limited Rights as defined in 

FAR 27.401 or DFAR 227.7103-5 (c), as 

applicable in any technical data. 

Warranty 

THE MATERIAL CONTAINED IN THIS 

DOCUMENT IS PROVIDED “AS IS,” AND IS 

SUBJECT TO BEING CHANGED, WITHOUT 

NOTICE, IN FUTURE EDITIONS. FURTHER, 

TO THE MAXIMUM EXTENT PERMITTED BY 

APPLICABLE LAW, KEYSIGHT DISCLAIMS 

ALL WARRANTIES, EITHER EXPRESS OR 

IMPLIED WITH REGARD TO THIS MANUAL 

AND ANY INFORMATION CONTAINED 

HEREIN, INCLUDING BUT NOT LIMITED TO 

THE IMPLIED WARRANTIES OF 

MERCHANTABILITY AND FITNESS FOR A 

PARTICULAR PURPOSE. KEYSIGHT SHALL 

NOT BE LIABLE FOR ERRORS OR FOR 

INCIDENTAL OR CONSEQUENTIAL 

DAMAGES IN CONNECTION WITH THE 

FURNISHING, USE, OR PERFORMANCE OF 

THIS DOCUMENT OR ANY INFORMATION 

CONTAINED HEREIN. SHOULD KEYSIGHT 

AND THE USER HAVE A SEPARATE 

WRITTEN AGREEMENT WITH WARRANTY 

TERMS COVERING THE MATERIAL IN THIS 

DOCUMENT THAT CONFLICT WITH THESE 

TERMS, THE WARRANTY TERMS IN THE 

SEPARATE AGREEMENT WILL CONTROL. 

Customer support 

It is our goal to provide you with excellent 

Customer Support. To request assistance 

with any aspect of your Anite test system, 

please create a Help Desk Request (HDR) 

using the Anite Help Desk. For other 

queries, please email 

customersupport.di@keysight.com. 

To access the Anite Help Desk, and to 

download the latest releases of software 

and documentation, please log in to 

myKeysight. On the myKeysight home 

page, in the Quick Links box, click the link 

for the Anite Help Desk, or click Keysight 

Software Manager for software downloads. 

. 

http://www.keysight.com/go/conformity
http://www.keysight.com/find/sweula
mailto:customersupport.di@keysight.com
http://www.keysight.com/my/
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1 INTRODUCTION 

This document describes the procedure for patching S-CORE test equipment against the WannaCry ransomware 

attack.  

1.1 Scope 

This document is intended to be read by both Customer Services, and by customers who have any variant of an 

S-CORE test system. 

The patching process described in this document should only be undertaken by engineers with experience of 

administrating Windows PCs. 
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2 PATCHING THE S-CORE TEST EQUIPMENT 

2.1 Overview 

S-CORE test equipment has demonstrated years of virus free operation. However, some of these systems are 

susceptible to the recently discovered weakness in the Windows Server Message Block 1 communication 

protocol, SMB1. Viruses such as WannaCry can infect these test systems.  

If an S-CORE unit becomes infected with the WannaCry virus, it will continue to operate normally until it is 

rebooted. Upon reboot, the S-CORE unit will be non-operational and require the hard disk to be rebuilt.  

To protect S-CORE test equipment from this virus and others, Keysight recommend installing a patch that 

disables the SMB1 protocol. The updated test system disables the SMB1 port and will be immune to viruses 

utilizing the weakness in the SMB1 protocol.  

Note: There is no impact on the test system’s functionality after the patch. The SMB1 protocol is not used by the 

S-CORE test equipment.  

2.2 Procedure for patching S-CORE 

The steps to patch S-CORE test equipment are: 

1. Using a local PC that is connected to the internet, download the patch from Keysight Software Manager, 

available through myKeysight. The patch name is: 

S-COREServiceSWPatch.zip  

2. Copy the patch to a USB2 memory stick (Windows XP does not support USB3), and Virus check the 

memory stick to ensure it has not inadvertently become infected. 

3. Ensure that there is no connection between the GUI PC or S-CORE Connect test equipment and the 

corporate network. 

4. Insert the memory stick into the GUI PC connected to the S-CORE test equipment, unzip the patch and 

save it to the GUI PC. 

5. Open a browser window on the GUI PC and enter the S-CORE IP Address: 

10.23.203.xx 

where xx is the last two digits of the S-CORE Connect serial number marked on the back panel. 

6. Navigate to Admin->Admin tool and note the OS version: 

 
 

http://www.keysight.com/my/
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7. Click the Upgrade button on the Admin Tool page to navigate to the Instrument Upgrade page: 

 

8. Click the Browse button, and navigate to the disable_smb1.exe package. Select the package, and click Start 

Install. 

  

The installation takes a few seconds to complete, and on completion displays the message: 

Installation Complete  

The S-CORE unit will now reboot. 

9. When the S-CORE unit has rebooted, click OK. 
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10. Once the S-CORE unit has finished booting up, on the GUI PC navigate to Admin->Admin tool and check 

that the OS Version now has a W suffix (for example 11.3.7W) added to the OS version (as shown below). 
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